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Abstract 

 
In this paper we tried to emphasize the importance of the critical infrastructures in 

general, as well as a divided approach of the infrastructures. The main topics discussed in 
the following rows are debating the importance of critical infrastructures in the field of 
Transportation, Energy production, Sanitation, Safety, These networks, systems, assets, 

facilities are delivering  essential services  to a country and are vital  for the national 
security, prosperity, economic security,  safety and good functioning of the states. 

We were analyzing, as well, some examples for stating the importance of Critical 
infrastructures, at a national and local level on the economical and social point of view. 
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INFRASTRUCTURE can be defined as the 
system of relations between the fundamental 

elements of a macro system and as the set of 
elements supporting the main part of a building, 
which fixes it from the ground and onveys it to 

the forces [1].  
Infrastructure is the basic structure of a 

system, conferring its functional and structural 
attributes and represents the pillar through which 

the system operates is individualized and relates 
to other systems [2]. 

Depending on the important role and the 

place in the functioning of their systems, the 
infrastructures are divided into three main 

categories: 

1. ordinary infrastructure; 
2. special infrastructures; 

3. Critical infrastructures 
The common infrastructure is the set of 

elements that ensure the physical existence and 

operation of the system. These infrastructures 
are generally described as the physical attributes 

that justify their existence within the system. The 
prototype of this type of infrastructure is 

represented by public infrastructures: roads, 
railways, localities, schools, libraries. [2] 

Depending on the evolution of the infra-

structure, over time, this can change its classi-
fication, becoming special or even critical. 

Special infrastructures have a special role in the 
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functioning of systems and processes, providing 

them with increased efficiency, quality, comfort 
and performance. 

As a rule, special infrastructures are perfor-
mance infrastructures. Some of these, 

especially those that may have, through 
extension or trans-formation (modernization), 
an important role in the stability and security 

of systems, can also fall into the category of 
critical infrastructure. 

Critical infrastructures are those ones that 
play an important role in ensuring the security 
of system operation and in conducting 

economic, social, political, informational and 

military processes. Always systems – in 

particular complex dynamic systems and 
processes associated with them – have, in their 

operation and evolution, Moments or difficult 
times, defined on a variety of disturbances, 
dysfunctions, dangers and threats, some of 

which are associated with infrastructures or 
resulting from their inflexibility, inconsistency 

or exaggerated fragility [3]. 
 

2. Evolution of critical infrastructure 

    concept 
 

The unprecedented multiplication in the last 

decades of the dangers and threats to the vital 
goals of states and international bodies, 

together with the increase in their number and 
vulnerability, has led to the emergence and 

sedimentation of a new concept, generically 
called Critical Infrastructure. 

The phrase "critical infrastructure" was 

formally used in July 1996, when the US 
President decreed the "Executive Order for the 

Protection of Critical Infrastructure"[2] 
Thus, in the notion of critical infrastructure 

it is defined as "that part of the national 
infrastructure that is so vital that its destruction 

or incapacity can seriously diminish the 

defense or the US economy" 
It was admitted at that time that it included 

telecoms, the electricity and water supply 
system, gas and oil stores, finance and banks, 
emergency services (medical, police and fire 

departments) and the continuity of 
government. 

The initiative to define and protect 
reference centers has been adopted by 

international organizations. Thus, within the 
North Atlantic Alliance, through critical 
infrastructure, Member States understand: 

"facilities, services and computer systems that 
are so vital to nations that their removal or 

destruction can have effects of destabilizing 

national security, national economy. The 

health of the population and the efficient 
functioning of the government" [4] 

National and international security is 
interconnected and interdependent with the 

critical structures of the states. As time passed, 
their vulnerabilities increased, in conjunction 
with increasing and refining the means of 

attacking them. There is a plenitude of 
materials in the literature that analyzes and 

describes the potential ways to protect critical 
infrastructures. 

 There are two constant acceptations 

regarding the protection of critical structures: 

1. It is virtually impossible to ensure 100% 

protection of a critical infrastructure; 
2. There is no single, universal solution to 

solve this problem [5]. 
 
The literature offers four ways to address 

critical infrastructure protection: 
 

1. The protection of critical information 
infrastructures, which only takes into account 
the security of IT connections and their 

protection solutions, the powers of physical 
protection of other infrastructures being 

dissipated between various state or private 

bodies; 

2. Ensure uninterrupted operation of IT 
networks and physical elements of critical 
infrastructure. In this case, physical protection 

is a component of the national civil protection 
system. Currently, close cooperation is sought 

between the public and private sectors to 
achieve the highest possible protection of 
critical infrastructure. At the strategic planning 

level, however, cooperation is almost non-
existent. This type of approach has been called 

generic "all hazards approach"[6]. 
3. Establish a mandatory minimum 

system for the protection of the government 
system and certain state vital bodies. Lately, 
analysts pay increased attention to organized 

cyber attacks, capable of causing 
destabilization of national infrastructure, the 

economy, or even all the components of 
national security. 

4. In peacetime, interested individuals or 

organizations may trigger sabotage against 
state institutions, scientific research centers, 

private companies, and other strategic 
objectives. There is the possibility of preparing 

the ground for managing cyber-space strikes in 

the event of a confrontation, mapping the 
state's information systems, identifying the 

main targets and placing hidden gates and 
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other means of access into the national infra-

structure. 
In times of crisis or war, opponents will try 

to intimidate national political leaders by attacking 
critical infrastructures and core functions of 

the economy, or by eroding public confidence 
in management or information systems. Cyber 
attacks on the informational networks of any 

country can have serious consequences, such 
as interrupting the operation of some key 

components, provoking loss of income and 
intellectual property, or even loss of life. 
Countering such attacks is obligatory and 

requires the development of rigorous com-

ponents that are still quite awkwardly designed 

with existing means today [7]. 
 

3. Types of Critical Infrastructure 
 
  The multitude of critical infrastructures 

remains always open and variable. As 
highlighted above, there are as many critical 

systems as possible, but in order to better 
emphasize this reality, we will divide them 
into three major categories depending on the 

support space, namely their spatiality, that is, 
the space Or spaces in which they are or can 

be identified. We will refer to: 

1. Infrastructures in the physical space; 
2. Infrastructures in outer space; 

3. Virtual space infrastructures. 
 

3.1 Critical Infrastructures in Physical Space 
   

Physical infrastructures are always supportive 

of complex physical systems, usually from the 
space of human society, with social functions 

and roles. They can therefore be grouped into 
categories of physical systems as follows:  

Critical infrastructures of the financial 

system: banks' headquarters; Information carriers; 

computers; Protection and safety systems; Inter-
bank money transport networks and ATMs; 

deposits. 

 Critical Infrastructures of the Economy: 
Infrastructure of Strategic Road Networks; 

Networks and especially railway nodes; Energy 
production and distribution networks (national 

energy system infrastructures); Management 
systems infrastructure; Storage networks of 
strategic materials, raw materials, chemicals, 

nuclear material or biological agents.   

Critical air transport infrastructures: 

airports; Energy, water, gas supply systems; 

Networks of fuel depots; Hangars and airplane 
parks; Control towers; Air traffic control 

infrastructure; computer networks; Radio-

location stations; Landing guidance stations; 
Other infrastructures of the systems on which 

flight safety and security depend.   

Critical Infrastructure of Rail Transport: 
Rail Networks; Bridges, viaducts and works of 

art on or adjacent to the railway; stations; 
Electric rail transport networks; Communications 

networks; Other types of networks.  

 Critical Infrastructures of Shipping: 
ports; Port infrastructures with an important, 

unique and irreplaceable role in the functioning of 
ports and shipping; Sectoral (branch) critical 

infrastructures: water distribution networks, 

electricity, natural gas used in the production 

process and strategic materials between 
businesses and industry; The network of 
special material deposits (strategic materials, 

flammable materials, radioactive materials, 
chemicals, biological agents and other high-

risk materials); Communication networks, in 
particular their physical infrastructure (relays, 
cables, supports, stations, etc.); Road and 

railway networks: car parks; Physical computer 
networks; Databases and other vulnerable 

elements or with an important role in the 
operation of businesses and institutions. 

Military Critical Infrastructure: military 

communications networks at strategic and 

tactical levels; Infrastructure of these networks; 
Installations on military aerodromes, military ports, 

military bases and other locations; Networks, 
pipelines, warehouses and systems for the supply 
of fuels, ammunition, food and essential 

products both during the pact and war, or in 
the process of participating in the management 

of armed conflicts and conflicts; Rail, rail and 
naval infrastructure; Warehouse networks; arsenals; 
computer networks; Computer systems. 

  Critical Infrastructures of Public Order: 
Police and Gendarmerie Infrastructures; Fire 

and Fire Inspectorates' Infrastructure; The 
infra-structures of forces and rapid reaction 
teams; Critical infrastructures of citizen, 

property and institution protection systems. 

 Critical Infrastructures of the Information 

and Security System of the State: Infra-

structures of intelligence services and other insti-

tutions on which the protection of information, 
national and alliance interests, values and 

heritage depend;  

Critical infra-structures of the health 

system and protection of the citizen, family and 

community: networks of emergency hospitals; 

laboratories; Drug stores; Infrastructures of 
medical research centers, etc [2]. 
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 Fig.1. Location of major nuclear facilities in Romania 

 
 

Critical Infrastructures in Cosmic Space: 

Critical Space Infrastructures: Orbital 

Stations; satellites; Space communication 
systems, etc. 

Critical infrastructures of agencies and 

other spatial structures: infrastructures of the 

space industry; Communication infrastructures 
in the system of preparation and launching of 
the launches and the cosmic traffic, etc. 

Critical Infrastructures in Virtual Space: 

Critical Infrastructures of Cyberspace; 

Critical Infrastructure of Communication 

Systems; 

Critical networks and databases infra-

structures. 

3.2. Local, State and Private European 

Critical Infrastructures  

At its meeting in June 2004, the European 

Council called on the European Commission 
and the High Representative to develop a 

comprehensive strategy on critical infra-
structure enhancement and protection. The 

issue of critical infrastructure is now also in 
the attention of the European authorities. 
Indeed, the whole Euro-Atlantic area has 

reshaped its policy and strategy on the security 
and security of critical infrastructures, in 
particular after the dramatic events of 11 

September 2001 in the United States, but also 
since 11 March 2004 in Madrid and 2005 to 

London [8]. 
 
Critical infrastructures, according to the 

European Commission document, include: 

1. Installations and networks in the energy 

sector (in particular installations for the 
production of electricity, oil and gas, storage 

facilities and refineries, transmission and 
distribution systems); 

2. Communications and information 
technologies (telecommunications, broadcasting 
systems, programs, IT and networks, including 

the Internet, etc.); 
3. Finance (banking, stock markets and 

investments); 
4. Healthcare sector (hospitals, patient care 

facilities and blood banks, laboratories and 

pharmaceuticals, emergency services, search 
and rescue services); 

5. Food sector (security, means of 
production, distribution and agri-food 

industry); 
6. Water supply (reserves, storage, 

treatment and distribution networks); 
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7. Transport (airports, ports, intermodal 

facilities, railways, mass transit networks, 
traffic control systems); 

8. Production, storage and transport of 
hazardous products (chemical, biological, 

radiological and nuclear materials); 
9. Administration (basic services, facilities, 

information networks, assets, important sites, 

national monuments) [9]. 
 

Critical infrastructure of the locality: 
water, electricity and gas transport networks, 
especially nodes, control and distribution points; 

Public transport networks (subway lines, 

trolleybuses, buses and trams, some con-

structions and various other relevant works); 
Telephone networks, relays, stations and central 
stations; Relays and radio and television 

stations that are in the national or local alert 
system; Public lighting; Heat supply; Wells, 

stations and other infrastructure for water 
purification systems; Emergency hospitals and 

other medical and emergency care facilities; 
Laboratories and haematological centers; 
Operating theater infrastructures, reanimation 

rooms and other surveillance and monitoring 
compartments for patients in difficulty; Fire 

prevention and fire-fighting systems infra-

structure; Civil protection system infrastruc-
tures, especially systems and networks of 

action and response in the event of calamities, 
disasters, nuclear [10], industrial, chemical and 

technological accidents; Networks and 
warehouses, etc. 

 
Critical Infrastructures of the Country: 

Infrastructures of the national energy system 

networks (energy units, high voltage lines, 
transformation stations, installations and 

monitoring and regulation systems, hydro-
energetic dams and accumulators, nuclear 

power plants, infrastructure systems of these 

nuclear power plants [11], hydropower and 
thermal power plants, combined heavy water, 

raw material deposits, hazardous materials and 
strategic materials, etc.); road networks of 

national or international importance; vital infra-
structures of these networks; the railway network 
with all the related structures (stations, depots, 

networks for the supply of railway transport 
with electricity, rolling stock, fuel and other 

vital materials, command-control and traffic 
control systems, infrastructure of railway 
communication systems, etc.) [12] The 

national air transport network, with all related 
infrastructures; elements of vital importance of 

the international air traffic networks in the 

country; shipping infrastructures (ports, port 
infrastructures, dams, navigational safety infra-

structures, coastal infrastructures, headlamp 
facilities and infrastructures, radios and other 

signaling systems); National communications 
and other communication systems of national 
and international importance (telephone networks, 

central communications, nodes of these networks, 
transport equipment, fiber optic routes, relays, 

signal modulators, etc.); physical infra-
structures of national information, computer, 
television networks; national alert network 

infrastructures; networks of national oil and 

gas pipelines or that are part of continental 

transport networks, etc. 
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